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Private Information Retrieval (PIR)

What is PIR? A retrieval protocol without revealing which message is requested. [Chor et al.95].

Retrieval without secrecy
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● Correctness: User retrieves 𝑀𝐾 .
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● Correctness: User retrieves 𝑀𝐾 .
● User secrecy: Server does not know 𝐾.
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Solutions for PIR

- “Downloading all files” is the trivial solution.
- Trivial solution is optimal [Chor et al.95].

Trivial solution of PIR

User

𝑀1

𝑀2

⋮
𝑀f

Server

𝑀𝐾

?

𝑄 = “I want all files"
𝐴 = (𝑀1, . . . , 𝑀f)

User Secrecy
𝐾 ⊥ 𝑄

There have been two approaches to find efficient PIR protocols.
1. PIR with computational assumption. [Kushilevitz and Ostrovsky 97], [Cachin et al. 99], [Lipmaa 10], ...
2. PIR with multiple non-communicating servers.
This talk only treats 2. 3/19



Multi-Server PIR

User

𝑀1

𝑀2

⋮
𝑀f

Server 1

𝑄1

𝐴1

𝐾 𝑀𝐾

𝑀1

𝑀2

⋮
𝑀f

Server 2

𝑄2

𝐴2

XNo communication

User Secrecy 𝐾 ⊥ 𝑄1, 𝐾 ⊥ 𝑄2

● Servers do not communicate with each other.
● User secrecy is 𝐾 ⊥ 𝑄𝑗 for all 𝑗.
● Most protocols are one-round protocols.
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Example: Two-Server PIR Protocol [Chor et al.95]

User
Target index 𝐾 = 5

𝐴1 −𝐴2 = 𝑀5

𝑀1 ∈ {0, 1}
𝑀2 ∈ {0, 1}
𝑀3 ∈ {0, 1}
𝑀4 ∈ {0, 1}
𝑀5 ∈ {0, 1}

Server 1

𝑀1 ∈ {0, 1}
𝑀2 ∈ {0, 1}
𝑀3 ∈ {0, 1}
𝑀4 ∈ {0, 1}
𝑀5 ∈ {0, 1}

Server 2

𝑄1 = {1, 2, 5}
𝑄2 = {1, 2}

𝐴1 = 𝑀1 +𝑀2 +𝑀5

𝐴2 = 𝑀1 +𝑀2

Two-server PIR protocol
1. 𝑄1: a random subset of {1, . . . , f}.

𝑄2: a set satisfying (𝑄1 ∪𝑄2) − (𝑄1 ∩𝑄2) = {𝐾}.
2. Servers return 𝐴1 = ∑𝑖∈𝑄1 𝑀𝑖, 𝐴2 = ∑𝑖∈𝑄2 𝑀𝑖.3. User recovers 𝑀𝐾 = ±(𝐴1 −𝐴2).
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)︀⌉︀⌉︀⌋︀⌉︀⌉︀]︀

𝑄1 ⊥𝐾, 𝑄2 ⊥𝐾.

2 bits are downloaded.
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PIR Capacity [Sun-Jafar16]

User𝐾 ∈ {1, . . . , f}

serv1

𝑀1

𝑀2

⋮
𝑀f

serv2

𝑀1

𝑀2

⋮
𝑀f

⋯

servn

𝑀1

𝑀2

⋮
𝑀f

𝑀𝐾 ∈ {1, . . . , m}
𝑄1

𝑄2 𝑄n

𝐴1 ∈ 𝒜1 𝐴2 ∈ 𝒜2
𝐴n ∈ 𝒜n

● n = # servers, f = # files, m = size of 𝑀𝐾 (i.e., 𝑀𝑖 ∈ {1, . . . , m}).
● PIR Rate: # of retrieved bits per 1-bit download.

1
f
≤

𝑅 =
(Size of 𝑀𝐾 )

(Total download size) =
log m

∑n
𝑗=1 log ⋃︀𝒜𝑖 ⋃︀

≤ 1

– 𝑅 ≤ 1 from definition.– The rate of “downloading all files” is 1⇑f.
● PIR Capacity: Optimal PIR rate when n, f are fixed and m is arbitrary.

𝐶classical = sup 𝑅 =
1 − 1⇑n

1 − (1⇑n)f →n→∞ 1.
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Quantum Private Information Retrieval (QPIR)

User

𝑀1

𝑀2

⋮
𝑀f

Server

𝑀𝐾

𝐾?

Quantum query𝒬
Quantum𝒜

1. Efficient QPIR protocol is possible. [Le Gall12], [Kerenidis et al.16]
= requires less cost than “downloading all”

2. QPIR with Specious Server: the server may deviate from the protocol but the maliciousoperation should not noticed by the user.
– “Downloading all” is optimal. [Baumeler-Broadbent15]– “Downloading all” is optimal even with prior entanglement. [Aharonov et al.19] 7/19



QPIR Capacity [Song-Hayashi19]

User𝐾

serv1

𝑀1

𝑀2

⋮
𝑀f

serv2

𝑀1

𝑀2

⋮
𝑀f

⋯

servn

𝑀1

𝑀2

⋮
𝑀f

Prior Entanglement 𝜌prev ( Green: classical,
Magenta: quantum. )

𝑀𝐾

𝑄1 𝑄2 𝑄n

𝒜1 𝒜2 𝒜n

𝜌𝑀𝑄

𝒜′1 𝒜′2 𝒜′n

● n = # servers, f = # files, m = size of 𝑀𝐾 (i.e., 𝑀𝑖 ∈ {1, . . . , m}).
● QPIR Rate: # of retrieved bits per 1-qubit download.

1
f
≤𝑅 =

(Size of 𝑀𝐾 )
(Total download size) =

log m
∑n

𝑗=1 log ⋃︀𝒜𝑖 ⋃︀
≤ 1

● PIR Capacity: Optimal PIR rate when n, f are fixed and m is arbitrary.
𝐶quantum = sup 𝑅 = 1.
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Variants of PIR/QPIR

Symmetric QPIR
- Correctness: The user retrieves 𝑀𝐾 .
- User Secrecy: 𝐾 is not leaked to each server.
- Server Secrecy: The user only obtains 𝑀𝐾 .

User𝐾

serv1

𝑀1

𝑀2

⋮
𝑀f

serv2

𝑀1

𝑀2

⋮
𝑀f

⋯

servn

𝑀1

𝑀2

⋮
𝑀f

Prior Entanglement 𝜌prev

𝑀𝐾

𝑄1 𝑄2 𝑄n

𝒜1 𝒜2 𝒜n

𝜌𝑀,𝑄

𝒜′1 𝒜′2 𝒜′n

t-Private QPIR (1 ≤ t ≤ n − 1)
- Correctness.
- User t-Secrecy: 𝐾 is secret to any t servers.

User𝐾

serv1

𝑀1

𝑀2

⋮
𝑀f

serv2

𝑀1

𝑀2

⋮
𝑀f

⋯

servn

𝑀1

𝑀2

⋮
𝑀f

Prior Entanglement 𝜌prev

𝑀𝐾At most t serverscommunicate to know 𝐾
𝑄1 𝑄2 𝑄n

𝒜1 𝒜2 𝒜n

𝜌𝑀,𝑄

𝒜′1 𝒜′2 𝒜′n
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Variants of PIR/QPIR

QPIR with distributed storage system
- Correctness.
- User Secrecy.
- The files are coded and distributed:

(𝑀1, . . . , 𝑀f)↦ (𝑌1, . . . , 𝑌n).

User𝐾

serv1

𝑌1

serv2

𝑌2 ⋯

servn

𝑌n

Prior Entanglement 𝜌prev

𝑀𝐾

𝑄1 𝑄2 𝑄n

𝒜1 𝒜2 𝒜n

𝜌𝑀,𝑄

𝒜′1 𝒜′2 𝒜′n
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Classical PIR vs Quantum PIR Capacities (n servers, f files, t colluding servers)

Classical PIR Capacity Quantum PIR Capacity

PIR 1 − n−1

1 − n−f [Sun-Jafar16]

1 [Song-Hayashi19]
Symmetric PIR 1 − 1

n
[Sun-Jafar17] †

Multi-round PIR 1 − n−1

1 − n−f [Sun-Jafar18]

Symmetric
multi-round PIR

-

t-Private PIR
1 − t⇑n

1 − (t⇑n)f [Sun-Jafar16-2] 1 for t ≤ n
2 ,

2(n − t
n

) for t > n
2

[Song-Hayashi20]
Symmetric

t-private PIR
n − t

n
[Wang-Skoglund17] †

t-private PIR with
(︀n, k⌋︀MDS coded

storage

1 − (t + k − 1)⇑n
1 − ((t + k − 1)⇑n)f [Sun-Jafar16-2] 1 for t + k − 1 ≤ n

2 ,
2(n − (t + k − 1)

n
) for t > n

2

[Allaix et al.21]

Symmetric
t-private PIR with
(︀n, k⌋︀MDS coded

storage

n − (t + k − 1)
n

[Wang-Skoglund17] †

† Shared randomness among servers is necessary.
11/19



Classical PIR vs Quantum PIR Capacities (n servers, f files, t colluding servers)

Classical PIR Capacity Quantum PIR Capacity

PIR 1 − n−1

1 − n−f [Sun-Jafar16]
1 [Song-Hayashi19]

Symmetric PIR 1 − 1
n

[Sun-Jafar17] †

Multi-round PIR 1 − n−1

1 − n−f [Sun-Jafar18]
1 [Song-Hayashi19]

Symmetric
multi-round PIR

-

t-Private PIR
1 − t⇑n

1 − (t⇑n)f [Sun-Jafar16-2] 1 for t ≤ n
2 ,

2(n − t
n

) for t > n
2

[Song-Hayashi20]
Symmetric

t-private PIR
n − t

n
[Wang-Skoglund17] †

t-private PIR with
(︀n, k⌋︀MDS coded

storage

1 − (t + k − 1)⇑n
1 − ((t + k − 1)⇑n)f [Sun-Jafar16-2] 1 for t + k − 1 ≤ n

2 ,
2(n − (t + k − 1)

n
) for t > n

2

[Allaix et al.21]

Symmetric
t-private PIR with
(︀n, k⌋︀MDS coded

storage

n − (t + k − 1)
n

[Wang-Skoglund17] †

† Shared randomness among servers is necessary.
12/19



Proof Steps of QPIR Capacities

● QPIR capacity is the supremum of QPIR rates. (𝐶quantum = sup 𝑅)
● Our proof of QPIR capacity consists of the achievability part and the converse part.

– In the achivability part, we construct the capacity-achieving QPIR protocol.– In the converse part, we prove the tight upper bound of the QPIR capacity by entropic inequalities.
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Achievablity of t-private QPIR capacity

Theorem 1: Achievability of t-private QPIR capacity
Suppose there exists a matrix 𝐴 = (a1, . . . , a2n) ∈ F2n×2n

𝑞 satisfying the following properties.
(i) 𝐴 is symplectic over F𝑞 , i.e.,

𝐴⊺ ( 0 −𝐼𝑛

𝐼𝑛 0
)𝐴 = ( 0 −𝐼𝑛

𝐼𝑛 0
) .

(ii) Let 𝐴′ ∶= (a1, . . . , an, a3n−2t+1, . . . , a2n) = (r⊺1, . . . , r⊺2n)⊺ ∈ F2n×2t
𝑞 .

For any permutation 𝜋 of {1, . . . , n}, the 2t rows r𝜋(1), . . . , r𝜋(t),
r𝜋(1)+n, . . . , r𝜋(t)+n are linearly independent.

Then, there exists a symmetric t-private QPIR protocol with n-servers that achieves the QPIR
capacity 2(n − t)⇑n.
We discuss Existence &Minimum field size of the matrix 𝐴 ∈ F2n×2n

𝑞 satisfying the properties
(𝑖) and (𝑖𝑖).
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Classical Version of Theorem 1
Proposition 1: Achievability of t-private classical PIR capacity
Suppose there exists a matrix 𝐵 = (b1, . . . , bn) ∈ Fn×n

𝑞 satisfying the following properties.
(i’) 𝐵 is invertible.
(ii’) Let 𝐵′ ∶= (b1, . . . , bt) ∈ Fn×t

𝑞 . Any t rows of 𝐵′ are linearly independent.
Then, there exists a symmetric t-private classical PIR protocol with n-servers that achieves the
PIR capacity (n − t)⇑n.
If we find 𝐵′ satisfying (𝑖𝑖′), then we can trivially extend 𝐵′ to satisfy (𝑖′).
Methods to find 𝐵′ with condition (𝑖𝑖′)
● Choose all elements of 𝐵′ randomly on F𝑞 . If 𝑞 is sufficiently large, (𝑖𝑖′) is satisfied with high
probability.

● Vandermonde type matrix: for any distinct elements 𝛼1, . . . , 𝛼t ≠ 0 ∈ F𝑞 ,

𝐵′ =

⎛
⎜⎜⎜⎜
⎝

𝛼1 ⋯ 𝛼t

𝛼2
1 ⋯ 𝛼2

t

⋮ ⋱ ⋮
𝛼n

1 ⋯ 𝛼n
t

⎞
⎟⎟⎟⎟
⎠

. (1)

● Maximum distance separable (MDS) code (def= Im 𝐵′). 15/19



Existence of Matrix 𝐴 with Conditions (𝑖) and (𝑖𝑖)
Theorem 2
Let 𝑞 = 𝑝2n+2t−2 for a prime number 𝑝. There exists a matrix 𝐴 = (a1, . . . , a2n) ∈ F2n×2n

𝑞 satisfying thefollowing conditions:
(i) 𝐴 is symplectic over F𝑞 , i.e., 𝐴⊺ ( 0 −𝐼𝑛

𝐼𝑛 0 )𝐴 = ( 0 −𝐼𝑛

𝐼𝑛 0 ) .

(ii) Let 𝐴′ ∶= (a1, . . . , an, a3n−2t+1, . . . , a2n) = (r⊺1 , . . . , r⊺2n)
⊺ ∈ F2n×2t

𝑞 .
For any permutation 𝜋 of {1, . . . , n}, the 2t rows r𝜋(1), . . . , r𝜋(t),
r𝜋(1)+n, . . . , r𝜋(t)+n are linearly independent.

Proof Idea

1. For symmetric matrices 𝑋, 𝑌 ∈ Fn×n
𝑞 , the matrices (𝐼𝑛 𝑋

0 𝐼𝑛
) , (𝐼𝑛 0

𝑌 𝐼𝑛
) ∈ F2n×2n

𝑞 are symplectic.
2. Let F𝑞 = F𝑝(𝛼1, . . . , 𝛼n+2t−2), where 𝛼𝑖 ⇑∈ F𝑝(𝛼1, . . . , 𝛼𝑖−1) for any 𝑖, and

𝑋 =

⎛
⎜⎜⎜⎜
⎝

1 𝛼1 ⋯ 𝛼n−1
𝛼1 𝛼2 ⋯ 𝛼n−2
⋮ ⋮ ⋱ ⋮

𝛼n−1 𝛼n ⋯ 𝛼2n−2

⎞
⎟⎟⎟⎟
⎠

, 𝑌 =

⎛
⎜⎜⎜⎜
⎝

𝛼2t−n 𝛼2t−n+1 ⋯ 𝛼2t−1
𝛼2t−n+1 𝛼2t−n+2 ⋯ 𝛼2t

⋮ ⋮ ⋱ ⋮
𝛼2t−1 𝛼2t ⋯ 𝛼n+2t−2

⎞
⎟⎟⎟⎟
⎠

∈ Fn×n
𝑞 .

3. Then, 𝑆 = (𝐼𝑛 𝑋

0 𝐼𝑛
)(𝐼𝑛 0

𝑌 𝐼𝑛
) satisfies the conditions (𝑖) and (𝑖𝑖).
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Minimum Size of Finite Field for Matrix 𝐴 with Conditions (𝑖) and (𝑖𝑖)
Theorem 3
Let n⇑2 ≤ t ≤ n. The following two conditions are equivalent.
1. There exists a matrix 𝐴 ∈ F2n×2n

𝑞 satisfying the conditions (𝑖) and (𝑖𝑖).
2. There exists a (︀n, 2t − n⌋︀𝑞 quantum MDS code.

Definition: Quantum Code
● (︀n, k⌋︀𝑞 quantum code is the subspace 𝒱 ⊂ F2n

𝑞 such that 𝒱 ⊂ 𝒱⊥S and dim𝒱 = n − k.
● Quantum Singleton Bound: Any quantum code satisfies

𝑑 ∶= min{wtS(v) ⋃︀ v ∈ 𝒱} ≤ (n − k)⇑2 + 1, (2)
where wtS(𝑣1, . . . , 𝑣2n) ∶= #{𝑖 ∈ {1, . . . , n} ⋃︀ (𝑣𝑖, 𝑣𝑖+n) ≠ (0, 0)}.

● Quantum Maximum Distance Separable (QMDS) code is the quantum code satisfying (2) with equality.

Conjecture: QMDS Conjecture [Ketkar06] (cf. MDS conjecture [Segre55])
Any (︀n, k⌋︀𝑞 QMDS code satisfy 𝑞 ≥

)︀⌉︀⌉︀⌋︀⌉︀⌉︀]︀

⌋︂
n − 2 if 𝑞 is even and k ∈ {3, 𝑞 − 1},

⌋︂
n − 1 otherwise.

.

The equality of the MDS-conjecture is achieved for several cases [Jin-Xing13, Grassl-Rotteler15, Ball19] 17/19



Classical MDS Conjecture

MDS Conjecture [Segre55]
Let 𝐵′ ∈ Fn×t

𝑞 be the matrix s.t. any t rows are linearly independent. Then

𝑞 ≥
)︀⌉︀⌉︀⌋︀⌉︀⌉︀]︀

n − 2 if 𝑞 is even and k ∈ {3, 𝑞 − 1},
n − 1 otherwise.

. (3)

● Proved for prime fields [Ball10].
● Proved for k ≤ 2𝑝 − 2 [Chowdhury16].
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Conclusion

● QPIR Capacities
Classical PIR Capacity Quantum PIR Capacity

PIR 1 − n−1

1 − n−f [Sun-Jafar16]

1 [Song-Hayashi19]
Symmetric PIR 1 − 1

n
[Sun-Jafar17] †

Multi-round PIR 1 − n−1

1 − n−f [Sun-Jafar18]

Symmetric
multi-round PIR

-

t-Private PIR
1 − t⇑n

1 − (t⇑n)f [Sun-Jafar16-2] 1 for t ≤ n
2 ,

2(n − t
n

) for t > n
2

[Song-Hayashi20]
Symmetric

t-private PIR
n − t

n
[Wang-Skoglund17] †

t-private PIR with
(︀n, k⌋︀MDS coded

storage

1 − (t + k − 1)⇑n
1 − ((t + k − 1)⇑n)f [Sun-Jafar16-2] 1 for t + k − 1 ≤ n

2 ,
2(n − (t + k − 1)

n
) for t > n

2

[Allaix et al.21]

Symmetric
t-private PIR with
(︀n, k⌋︀MDS coded

storage

n − (t + k − 1)
n

[Wang-Skoglund17] †

† Shared randomness among servers is necessary.

● Construction of t-private QPIR protocol
– Existence and minimum field size of a symplectic matrix over finite field.
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