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Plan of Talk

CAS CAS2

CAS CAS2

CAS2

CAS2 CSI
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What is CAS

CAS (Central Authentication Service)

Web Applications Single Sign On Infrastructure

Yale University Open Source Software
JA-SIG OfÞcial Project

Single Sign On

Current Version: 3.0.5-Þnal
http://www . ja-sig.org/product s/cas/
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SSO Infrastruct ure usin g CAS

AuthN DB

CAS Server

Authentication

Web App. (1) Web App. (2)

Verify ST Verify ST

Web Browser

access access
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What is CAS2

CAS�� (Central Authentication & Authorization Service)

CAS�� CAS

Application ,
WHO

Application
WHEN

Application
WHERE

Application
HOW

Application , Login

Sep 22 2006, CSI Ðp. 6/16



SSO and Authorization Infrastructure using CAS

AuthN DB AuthZ DB

CAS Server

Authentication Authorization

Web App. (1) Web App. (2)

Verify ST & User Info. Verify ST & User Info.

Web Browser

access access
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Mechanism of CAS and CAS2

Ticket Granting Cookie (TGC)

Browser TGC
Browser

Service Ticket (ST)

Web Application One Time Ticket

Authorization Information

ST
Authorized
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Authorization Mechanism of CAS2

(CAS-ACL)

Access Permission Lists:
WHAT Web Application
WHO (User Information)
WHEN (Access Time)
WHERE (Client Information)
HOW (Login Method)

ST CAS-ACL
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Exampl e of CAS-ACL

dn: cn=entry1,ou =portal,ou=cas,o=na goyaUniv

cas-service: https://app.* \ .mynu\.jp/.*

cas-allow: (&(uid=naito)(d ate>=20051010)
(date<=20051110 ) (IP=133.6.130.0/24 ) )

cas-attributes: uid,mailAd dress,FullName

cas-security-lev el: X509
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Exampl e of CAS-ACL

URL https://app.*\.m ynu\.jp/.+
uid is naito

Access 2005/10/10 2005/11/10

Client IP 133.6.130. 0/24

Login Method

CAS Server Web Application

uid,mailAddr ess,FullName
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CAS2 in Nagoya Unive rsity Portal

Application SSO & Access Control

10000 , 2000

2000

Web CT
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UPKI and CAS2

PKI Application

, Application
PKI

CAS�� Open Source

SSO
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Summary

CAS2 ...

SSO

CAS2

Web Application

Web Application

CAS2

tomcat
SSL

Web Application CAS2

CAS client module
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