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Plan of Talk
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What is CAS

CAS (Central Authentication Service)
Web Applications (CX339 % Single Sign On Infrastructure

Yale University TR % & 1172 Open Source Software
IB7E (T JA-SIG D Ofpcid Project

Single Sign On IRiEZ e CREICEKIETE 5

Current Version: 3.0.5-pPnal
http://www . ja-sig.org/product s/cas/
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SSO Infrastruct ure using CAS

Authentication

Verify ST Verify ST

Web App. (1) Web App. (2)

aCCeSS aCCeSS

‘Web Browserl
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What i1s CAS2

CAS (Central Authentication & Authorization Service)
CAS = CAS +7 7 EAEREEKE
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» WHO
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» WHERE
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» HOW
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SSO and Authorization Infrastructure using CAS

Authentication

Authorization

Verify ST & User Info. Verify ST & User Info.

Web App. (1) Web App. (2)

aCCeSS aCCeSS

‘Web Browserl
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Mechanism of CAS and CAS2

Ticket Granting Cookie (TGC)

'Browser M TGC ZHf->TWB Z &
= IBrowser (& F2EE5 T D

Service Ticket (ST)
Web Application ND 777 XDz D One Time Ticket
Authorization Information Z& A TW53

IBME ST ZRK>TWB I &)
= 7274t X Authorized s TW3
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Authorization Mechanism of CAS2

HEREEDZHDT—F X—X (CAS-ACL)

Access Permission Lists:

WHAT &£ ® Web Application [cXt L T ?
WHO fenhy (User Information) 7
WHEN WD (Access Time) ?

WHERE & ZH'5 (Client Information) ?
HOW EDKSICLT (Login Method) ?

STIXCAS-ACLDOEDITY RNUIC—ULTVLWBHhDIEHRE
B-TW3
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Exampl e of CAS-ACL

dn: cn=entryl,ou =portal,ou=cas,o=na goyauniv
cas-service: https://app.* \ .mynu\.jp/.*

cas-allow: (&(uid=naito)(d ate>=20051010)
(date<=20051110 ) (IP=133.6.130.0/24 ))

cas-attributes: uid,mailAd dress,FullName

cas-security-lev el: X509
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Exampl e of CAS-ACL

URL %® https://app.*\.m ynu\.jp/.+ ic—&lLiceEs
uid is naito
Access HEFHY 2005/10/10 Hh5 2005/11/10 DfE
Client IP A* 133.6.130. 0/24 [N v F
Login Method »* 7 51 77 > NEERHE Z #I B
CDEZIITRD 7 I ELANFFIEINS

CAS Server |& Web Application (CXf U T
uid,mailAddr  ess,FullName
ZENT B
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CAS2 in Nagoya University Portal

LU ® Application #®d SSO & Access Control
AHERER—F I
MBI AT L (BEELE - BIEAN)
> #9 10000 ADZFEA &, ¥ 2000 ADHE
MEEBHRST —IR—X
» #2000 ADHE

Web CT
UL
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UPKI and CAS2

PKI % F

1L etz 2 774 Application ND 7 7 ADEIR

ﬁ’vb SRR DT T, TF 2 71T L\ Application @ &

i PKI

Z=HMHATZES

WEEAIC TAFRR CAS 1 %Z Open Source TRAFETRE
HETHARSZHIC SSO &7 7t AEEBZXIEAEE
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Summary

CASZ Z{EZ (F...
SSO RIEZ RS ICTEERAEE
G—RR 7 U R IEREBREZ ARG ICIEERTEE

§ stz 7
Web Application (&1 —H58EEEHZ — V)52 1T LS 73 Ly
Web Application (FZ—HYDBICIE77 7 ALKV

CAS? [IRDBEDHEMEE LR :
tomcat
BIEEESLDZHD SSL
Web Application %= CAS2{t T2 ENABS :
CAS client module ZfHMAHAD Z & 72T
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