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CASCAS2 000000
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CAS-ACC O Example

dn: cn=gakunu- kykr, ou=gakunmu, ou=cas, o=nagoyauni v
cas-al low. (& uid=naito)(date>=20051010)

(dat e<=20051110) (1 P=133. 6. 130. 0/ 24))
cas-service: https://app.*\.nynu\.jp/kyoin/kykr. +
cas-attributes: uid, mail Address, | dNo, Ful | Name, dn

y Udoddoo,dd CAS-ACC U OO O
» URL: https://app.*\.nynu\.jp/kyol n/kykr. +
> 000 (ud)d naito
) 0000000 2005/10/10 O O 2005/11/10 O O
) JO000000 133.6.130.0/24 0000

) OOOO0,Web Applicaton O OO0, Userd 0000
ui d, mal | Addr ess, | dNo, Ful | Nane, dn
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CAS client module O O O O O

~ Java Servlet O O [

private void doCet (

Ht t pSer vl et Request request,

Ht t pSer vl et Response response)
t hrows Servl et Exception, | OException {
//************* | n|t| al Settl ng *************//
//*********** Perform CAS C||ent ************//
CasClient cas = new CasCient() ;
cas. set Servi ceURL( CAS_SERVI CE_URL) ;
i f (!cas.casPerforn(request, response)) return ;
Map r = cas.getResult() ;

String xm Response = cas. get Response() ;

[[**xx*x*xxxxx% Fnd of Perform CAS Client ****//

if (r '=null) request.setAttribute("userid", r.get("uid")) ;
app. get Request Di spat cher (I ogi nForm . f orward(request, response) ;
return ;
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CASOO0OO0000 (1: Login)

000 (Browser) O CAS? Application0 000000000
Browser O CAS?[0 TGCOOUODOODOO
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» Browser <= CAS Server
) Web Application —<— CAS Server
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CASUOUOOO0OOO (1: Login (1))

A

1. Accessto htt ps://aFQDN a. ht m
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CASUOUOOO0OOO (1: Login (2))

Login Window

2. Redirect to
htt ps:// CAS/ | ogi n&servi ce=https:// aFQDN a. ht m
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CASUOUOOO0OOO (1: Login (3))

Service Authorization | Authentication

3. Input UserlID & Password with service ht t ps: // aFQDN a. ht ni
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CASUOO0OO0O0OO (1: Login (4))

WEBBio0sE (Toc [sT]

4. Send Ticket Granting Cookie to Browser
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CASUOUOOO0OOO (1: Login (5))

AA results

5. Redirectto htt ps: // aFQDN a. ht ml & i cket =ST- xxx
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CASUOUOOO0OOO (1: Login (6))

Authorization

-——————-»

6. Verify Service Ticket
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CASUOO0OO0OO (1: Login (7))

) AA |\ Authorization Result

RSB o

7. Receive verify result form CAS server
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CASUOUOOOOO (1: Login (8))

8. Receive Data from Application Server
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CASUOOO0OO0O (2: Verify Ticket)

o LoginOOOOO0O (BrowserOOOO TGCOOOOODO)

o JO0O0odod TGC O “countdown timer” O O O
O ST 00O Authorization
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» Login O O redirection O O [

o Authorization D OO O ST OO O

» STO TimeoutJOOOO or STO Valid OO OO
o Login OO redirection O OO

D> Authorizaton OO OO ST OO O

» “Login O O redirection” = “TGC O O O " + “Authorization”
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CASOUO0OO0O0O0O (2: Verify Ticket (0))

REREEEN cC s
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CAS O OO0OO0O (2: Verify Ticket (1))

A

1. Accessto htt ps://aFQDN a. ht ml &t i cket =ST- XXXXX
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CAS O OO0OOO (2: Verify Ticket (2))

Service Authorization

———[BASSEE [T

-

-——————-»

2. Verify t i cket =ST- xxxxx with ser vi ce=htt ps: // aFQDN a. ht n
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CAS O OO0OOO (2: Verify Ticket (3))

2 Authorization Authorization results

RSB o

3. Get authorization results and user infomation
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CASOO0OO0OO (2: Verify Ticket (4))

4. Reply from Web Application
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Verify Ticket O 0O O 0O [
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CASUOOOOOO (3: Access to another Application)
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CASUOOO0OO0OO (3: Access to another Application (0))

no ST, ST is expired or ST is belonged to different ACCESS CLASS
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CASOOOO0OOO (3: Access to another Application (1))

1. Accessto htt ps://aFQDN a. ht m
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CASOOOO0OOO (3: Access to another Application (2))

4. Redirect to
htt ps:// CAS/ | ogi n&servi ce=https:// aFQDN a. ht m
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CASUOOO0OO0OO (3: Access to another Application (3))

Service Authorization Authorization results

5. Redirectto htt ps: // aFQDN a. ht ml & i cket =ST- xxx
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CASOUOOOOO (3: Access to another Application (4))

Authorization

-——————-»

6. Verify Service Ticket
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CASUOOO0OO0OO (3: Access to another Application (5))

4 Authorization 1 Authorization Result

RSB o

7. Receive verify result form CAS server

nai t o@mat h. nagoya- u. ac. j p, Oct. 19, 20050 Tohoku Univ. —p. 33/40



CASUOOO0OO0OO (3: Access to another Application (6))

I

8. Receive Data from Application Server
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» Solaris 8
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0 0000URL

http://ww. mat h. nagoya- u. ac. | p/ ~nai t o/ cas/
CAS? 00000

http://ww. mat h. nagoya- u. ac. | p/ ~nai t o/ cas/ | avadoc/
JavaDoc for CAS? O 0 O Java class library

00
00-00,00000000000000, Vol. 1446,
14-39, (2005)

00-00-00-00-00,000000000, Vol. 47-4
(CooD)
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http://www.math.nagoya-u.ac.jp/~naito/cas/
http://www.math.nagoya-u.ac.jp/~naito/cas/javadoc/

1 [

000 CAS?

http://tontat. nat h. nagoya-u. ac. | p/ casfreetest/
(Java Servlet)

http://tontat. nmat h. nagoya-u. ac. j p/ casfreetest jsp/
(JSP)

http://ww. nmat h. nagoya-u. ac. j p/ "nai to/ casfreetest/
(Perl SSI)

OO0 Web Application O Single SignOn OO0 00 0O.

0ddoOooddcasO, casl, ..., cas9
00000 Modddooooodogon

PerlSSIOOOOOO cas9 OO onoOd

PerlSSIO OO0 casO U000 O0O0OO0OoOoooonOO
HRERERERERNREREEN
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http://tomcat.math.nagoya-u.ac.jp/casfreetest/
http://tomcat.math.nagoya-u.ac.jp/casfreetest_jsp/
http://www.math.nagoya-u.ac.jp/~naito/casfreetest

1 [

Graduate School of Mathematics
Nagoya University Central Authentication System

Password:

“Mail Address” D O O OO OO0, (casO@mat h. nagoya-u. ac.jp
O0.00000000)

Joooooobododoooooboodod,ododoodogd
DOOD0OOD0OOOO0UOOO,00000fodououoonoogd
o, gt gtdootubootgtd. gttt botd
oottt gtod

Source Code, CAS-ACL [0

http://ww. mat h. nagoya- u. ac. j p/ “nai t o/ casf reet est/source/ [ []
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http://www.math.nagoya-u.ac.jp/~naito/casfreetest/source/
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